Claims 

\ What is claimed is: 

1. A method for preventing unauthorized downloading of software into a diagnostic 
tool, comprising the steps of: 

providing a first external storage device that is electrically coupled to the diagnostic tool, 
the first external storage dey^ice including a first security signature; 

providing a second external storage device that is electrically coupled to the diagnostic 
tool, the second external storage device including software; and 

downloading the software into an internal storage device of the diagnostic tool when a 
second security signature included within the diagnostic tool is the same as the first security 
signature included within the first external storage device. 

2. The method of claiVn 1, wherein the first external storage device is a smart card 
that provides the first security signmire to the diagnostic tool through a smart card reader. 

3. The method of claim 1, wherein the second external storage device is electrically 
coupled to the diagnostic tool through a serial port. 

4. The method of claim 3, wherein the serial port is a USB port. 

5. The method of claim 3, whdbrein the serial port is a RS232 port. 
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6. The metiiod of claim 3, wherein the serial port is an IrDA compatible infrared 
port. \ 

7. The method of claim 3, wherein the serial port is an IEEE 1394 port. 

8. The method of claim 1, further comprising the step of: 

modifying the first si^curity signature upon successful downloading of the software into the 
internal storage device locatijd within the diagnostic tool. 

9. The method cf claim 8, wherein the first security signature is modified so that it 
cannot be further utilized to download the software into any diagnostic tool. 

10. The method oflclaim 9, wherein the first security signature is erased. 

11. A diagnostic tocU for communicating with a plurality of motor vehicle control units, 
the diagnostic tool preventing flie unauthorized downloading of software into the diagnostic tool, 
the diagnostic tool comprising: 1 

a processor for controUim the downloading of software into the diagnostic tool; 

a first port for electrically coupling the processor to a first storage device, the first storage 
device including a first security signature; and 

a second port for electricalW coupling the processor to a second storage device, the second 
storage device including software, Wherein the diagnostic tool downloads the software into a third 
storage device located within the diagnostic tool when a second security signature stored within 
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the diagnostic tool is the^same as the first security signature included within the first storage 
device. 



12. The diagnostic tool of claim 11, wherein the first storage device is a smart card 
that provides the first security! signature to the diagnostic tool through a smart card reader. 



13. The diagnostic 
coupled to the diagnostic tool 



tool of claim 11, wherein the second storage device is electrically 
tlirough a serial port. 



14. The diagnostic tool of claim 13, wherein the serial port is a USB port. 



15. The diagnostic t)ol of claim 13, wherein the serial port is a RS232 port. 



16. The diagnostic 
infrared port. 

17. The diagnostic 



tool of claim 13, wherein the serial port is an IrDA compatible 



tool of claim 13, wherein the serial port is an IEEE 1394 port. 



18. The diagnostic tool of claim 11, wherein the processor causes the first security 
signature to be modified upon successful downloading of the software into the third storage device 
located within the diagnostiq tool. 
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19. The diagn4st 
that it cannot be further ullilized 
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ic tool of claim 18, wherein the first security signature is modified so 
to download the software into any diagnostic tool. 



20. The diagnostic tool of claim 19, wherein the first security signature is erased. 



21. The diagnostic tool of claim 11, wherein the first storage device is a smart card and 
the second storage device is a flash ROM. 



22. The diagnostic 



the second storage device is sd} EEPROM. 



tool of claim 11, wherein the first storage device is a smart card and 



23. The diagnostic tbol of claim 11, further including: 

a keypad coupled to thd processor for receiving input from a user, the user initiating the 
downloading of the software by Selecting a particular menu item ft-om a list of menu items; and 

a display coupled to the jprocessor for providing the list of menu items to the user of the 



diagnostic tool. 



1 
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24. A method for prevbnting unauthorized downloading of software into a diagnostic 
tool, comprising the steps of: 

providing an external storajge device that is electrically coupled to the diagnostic tool, the 



external storage device including a 



first security signature and software; and 
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downloading the software into a memory of the diagnostic tool when a second security 
signature included within thel diagnostic tool is the same as the first security signature included 
within the external storage dewce. 



25. The method of claim 24, fiirther including the step of: 

storing the second secur ,ty signature of the diagnostic tool as the first security signature on 
the external storage device when the first security signature is determined to be a default value. 

26. The method of chim 24, wherein the external storage device is a flash ROM. 



27. A diagnostic tool for communicating with a plurality of motor vehicle control units, 
the diagnostic tool preventing the unauthorized downloading of software by the diagnostic tool, 
the diagnostic tool comprising: 

the software; 

upling the processor to an external storage device, the external 



a processor for executing; 
a port for electrically coi 



storage device including a fir!;t security signature and software, where the diagnostic tool 
downloads the software into a ihemory of the diagnostic tool when a second security signature 
included within the diagnostic tcol is the same as the first security signature included within the 
external storage device. 



28. The diagnostic toe 



device when the first security sigi 



of claim 27, wherein the processor causes the second security 



signature of the diagnostic tool to be stored as the first security signature on the external storage 



ture is determined to be a default value. 
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29. The diagnostic tool of claim 27, wherein the external storage device is a flash 



ROM. 
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